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Disclaimer

EBYTE reserves all rights to this document and the information contained herein.
Products, names, logos and designs described herein may in whole or in part be
subject to intellectual property rights. Reproduction, use, modification or disclosure to
third parties of this document or any part thereof without the express permission of
EBYTE is strictly prohibited.

The information contained herein is provided “as i1s” and EBYTE assumes no liability
for the use of the information. No warranty, either express or implied, is given,
including but not limited, with respect to the accuracy, correctness, reliability and
fitness for a particular purpose of the information. This document may be revised by

EBYTE at any time. For most recent documents, visit www.ebyte.com.
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1.overview

1.1. Product Introduction

E103-W04 is a high-performance, highly reliable WiFi data transmission module developed by Chengdu Yibaite Electronic
Technology Co., Ltd., the module integrates the transparent transmission function, which can be used immediately to realize serial
port (TTL) data through WiFi Realize device networking data interaction. Support IEEE802.11 b/g/n standard, support 4-way Socket
connection; Support Alibaba Cloud, Baidu Cloud, OneNet, standard MQTT protocol; Support TCP/UDP/HTTP/MQTT multiple
network communication protocols.

The module is small in size, with PCB on-board antenna, working in the 2.4GHz band, low power consumption, fast data
transmission, the module can use the serial port for data transmission and reception and AT command related parameter settings.
Widely used in smart home appliances, smart home, wireless audio and video, smart toys, medical monitoring, industrial control and

other Internet of Things applications.

Typical applications:

Wireless meter reading

Wireless sensing

Smart home

Industrial remote control and telemetry
Intelligent buildings and intelligent buildings
High voltage line monitoring
Environmental Engineering

Highway

Small weather stations

Automated data collection

Consumer electronics

Intelligent robots

Street light control

Module features:

Support simultaneous TCP/UDP/HTTP/MQTT multiple network communication protocol communication
Support up to 4 simultaneous Socket communication;

Supports Alibaba Cloud, Baidu Cloud, OneNet, and standard MQTT protocols

Support for Modbus protocol conversion (RTU and TCP);

Support modbus storage gateway/configuration gateway/multi-master gateway

Support transparent transmission multiplexing protocol transmission and broadcast transmission;
Support custom registration package and custom heartbeat package functions;

Support host computer, AT command configuration;

Support automatic reconnection when disconnected;

Support high-speed continuous transmission;

Support IEEE802.11 b/g/n standard;

Copyright ©2012-2023, Chengdu Yibaite Electronic Technology Co., Ltd 3
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Support 2.4G frequency band;

Support AP and STA working mode;

Support WPA2 WIFI security authentication mode;
Support dynamic DNS, DHCP network service package;

Built-in watchdog, never dies

Parameter memory, power down saving

Copyright ©2012-2023, Chengdu Yibaite Electronic Technology Co., Ltd
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2.Get started quickly

Note: The quick start is mainly used to quickly verify the basic functions of the module, and this chapter is described using
the test baseboard. For the peripheral design of the module, please refer to the recommended design.

2.1. Preparation before configuration

Hardware to be used:

E103-W04-TB test base plate (E103-W04B needs to be soldered by yourself, E103-W04 comes with
default and only antenna differences).
2 Office computers

3 1 router (can be replaced by mobile Wi-Fi hotspot).

The software that will be used (all can be downloaded from the official website).

1 Serial port debugging assistant XCOM
2 TCP & UDP testing tools
3 Host computer parameter setting software

2.2. Hardware connection

Connect the USB to the computer and turn on the connecting antenna.

2.3. Upper computer configuration

First of all, understand the functions of each area of the upper computer, all the function settings are based on the
understanding of the upper computer, the upper computer is to use AT to interact with the device quickly, the user can
directly configure the device through AT, the effect is consistent with the upper computer.

Copyright ©2012-2023, Chengdu Yibaite Electronic Technology Co., Ltd 5


http://www.ebyte.com/product-view-news.aspx?id=285

esita Chengdu Ebyte Electronic Technology Co.,Ltd. E103-W04 User_Manual

EEiRE RSt

B BleRHgEHNEE
[H zEmNAs1 15EEImETEVT0 e

- X

H— ®
SEOREX, M ) ° (7(m4% . MEERRIAER 10T APPLICATION EXPERT g
EBYTE English

BIARSY, RERER

USBEE485IZ LIS, RO4 & 0O L B S P
E_H/\X}XEUIE%$D ;ﬁﬁ #5148 / 5 e HAEE RIS BIFER REER EREREVHE fEmENt BKELTER £588E
£ . B B
GO TR SR [ SR N s
SIS —5 ) ol e
= e | e i
iz
MACHIE %
o BNREZE, S
P, Eo MAETLRERAE
ZeHIE EATE (mind ﬁﬁ%iﬁéﬁ'@ﬂm%
PEEATEE
—zosn |
EA SRR <:| O Bt
R 115200 -
R/ BL 8 ~ WONE v 1 -
fTaediE SEEE
@ =0E
LA AN SR ERIREE
omE Dha
— WIFIZ#)
WIFLES, APfE ¥
SSTn ~ f =
R 2]
rme 5 - il send: 0 recr: O ) hnEIzEgeT HERE RiE
The basic information area ------ product parameters

Version information/MAC address are device-specific parameters that can only be read by the user

The local IP is a parameter that will only be valid for querying after the device is connected to wifi, reflecting the IP
of the device itself

Idle restart If it is checked, it is enabled for idle restart, and the device will restart the device if there is no network
information interaction and 485 information exchange during the idle restart time. The idle restart time is in minutes

Network AT header configuration The default network AT header of the device is NETEbyte That is to say, the data
sent up and down the network, if it is with this header, will be regarded as an AT command, will not be treated as
information, this header can be configured by the user himself, can not be Chinese, the length is in Between 3-23
English characters and numbers, for example, after setting up network communication later, the sending
NETEbyteAT+VER\r\n device will reply to your relevant device information through the network (\r\n  For carriage returns,
line feeds, not strings), for more AT commands, see the device's AT manual.

The basic information area ------ serial port parameters (effective after the configuration restarts).

Multilink Protocol Distribution Mode If checked, for example, you have created two links to connect to two TCPS
servers, the message sent by the TCPS server will be transmitted through 485 with a specific header , and the head
length is 5 bit, the content from the header to see the protocol transmission part of the content behind, and  whether
you check this option or not, send a message to 485, upload to the network, the information can have a header, such as the
header specifies that it is a link 1 is sent, then only link 1 will send this piece of information out, and the specific rules
of the header check the protocol transmission part behind

Baud rate/data/checksum/stop bit represents the properties of the 485 serial port of the device, if changed, then after
restarting the device, the host computer must change the top The serial port properties are the content you change,
and then open the serial port to perform normal communication

Packing time/subpackage length The default is 50/1024 which means that 50ms is the minimum interval between two
packets of data, for example, the interval between your two packets of data sending to 485 is very small, only

30ms ( less than 50ms), then the two packets of data will be combined into one packet of data, and will not be
distinguished, and the subpackage length of 1024 means that if the length of a packet of data is very long, up to 1300
bytes ( greater than 1024), then it will be sent in two packets of data.

Serial port heartbeat bag / serial port heartbeat package time / serial port heartbeat package content This function is
turned off by default, and the user needs to be able to open it by himself (check the serial heartbeat package option), serial
port heartbeat package time The unit is seconds, the heartbeat content is the content that will be sent through 485,

Copyright ©2012-2023, Chengdu Yibaite Electronic Technology Co., Ltd 6
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and the hex check on the right means that the heartbeat content will be converted to hex format ( hex The format is
applied less, and if checked, content in HEX format will be sent). After opening, every other serial port heartbeat time device
will send serial port heartbeat information out through 485.

The basic information area ------ the WiFi parameter area (effective after the configuration is restarted).
— WIFIZ# |
WIFIHES, |AFTEEL -
SSID HaG11-5 — i
==Y 55505550
THCF JSFHDHCE . chasIFE, it

FHIGIF 192, 165. 5. 46
FFddERR 255 2EE. 2550
FERHhE 192 165 202 197
DHsHEHE 114 114 114 114

WIFI mode/SSID/password  represents the parameters of wifi, such as AP mode, ssid is test, and password is
12345678, then the device is a hotspot, which can be connected via wifi, the hotspot name is test, and the password
is 12345678. If you set the STA mode, SSID to test, and password to 9876543210, the device will be 9876543210
after rebooting Such a password goes to connect to a router (hotspot) called test.

DHCP/Static IP/Subnet Mask/Routing Address The DHCP selection section can select both dynamic IP and static [P
mode (STA mode), if it is a dynamic IP, it is easy to understand, that is, after the device is connected to the router
(hotspot), the IP of the device is determined by the router (hotspot Dynamically assigned to the device, so the device's
address may change each time the device is reset or the WiFi is reconnected. If it is a static IP mode, the following
static IP field can fill in the =~ IP address you want to fix, but note that this cannot be filled in randomly, it must
remain in the same network segment and this address is not assigned to other devices, such as your router

192.168.3. XXX the network segment, your static IP can only be filled in, such as 192.168.3.52, not across network
segments, the following subnet mask generally does not need to be changed, the routing address is the router IP
address, if set correctly, every time the device is connected to the router, it will be this static IP.

DNS address Resolution addresses generally do not need to be changed

The basic information area ------ modbus parameter area (effective after the configuration restarts).
— Modbu=Z#E T I
Mo dbus T EHET T =

Modbus=Fg<#EATATIE | 1500
Mo dbuo 3ETHIERGEATE] | 1000
Mo dbu =35 TFigATE] 120

Mo dbu =SS TR tESmE
— #iEEE
Server Hex B ICF Modbus
The  working mode of Modbus can be set to five types: simple  protocol

conversion/multi-host/storage/configuration/active upload The default is disabled, that is, do not open the modbus

ribbon, change the option to any type, that is, open, note: after opening, modbus gateway will work on link one, only
support  TCP interaction, and will actively close the other three links, Do not use the other three links. Here are a
few gateway modes:

Simple protocol conversion: That is, the most commonly used, simple TCP-RTU conversion

Multi-host mode: that is, for example, both hosts of A/B will access the device information through modbus, if
A/B initiates an access request at the same time, then for example, A has already accessed, modbus It will
enter the busy state, B's access information will be stored, wait for the interaction of host A to end, and then perform
the interaction of host B , thus avoiding the information conflict of multiple host modbus buses

Storage gateway: Because the interaction speed of the 485 interactive end is slower than the network end, many
bus waits are from the slow end, and the storage gateway, such as the host accessing an instruction, then the
device as a modbus gateway will "remember" This command, and constantly polling, will save the polling result in the
device, then the next time the host accesses this data again, the device as a modbus gateway will not go 485 to

Copyright ©2012-2023, Chengdu Yibaite Electronic Technology Co., Ltd 7
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send the inquiry information, waiting for the content to return, The process of returning the content to the
network side, but directly returning the polling content stored in the device to the host, so that the interaction speed
flows smoothly.

Configuration gateway: Similar to storage gateway, but you can configure commonly used query instructions to
the device in advance, which is equivalent to allowing the device to remember these instructions directly without the
host being issued, and the workflow is the same as that of the storage gateway

Active upload: In the modbus command configuration, you can configure the instruction (this command
configuration area is the configuration of the configuration gateway and the configuration used by the traditional one
on the active one), after configuration, just like the configuration gateway, the device acts as modbus The
gateway will send the inquiry information through 485, but after getting the query result here, it  will be
returned to the host directly through the network.

Server Hex: This parameter is not supported at the moment

TCP Modbus: Support not checking this option when selecting multi-host, and check it the rest of the time, which
is a common usage, representing that the default network side runs TCP type data, and then the device acts as a
modbus gateway to slave RTU data for terminal running.

Link configuration area
#iB/ 4R/ B 8 ~ | HOHE |1 %) FHlRH HEARE

— T |

IfFES TCPATRERE -

— BiEmsEEs |

EEEA RS =
RRE ML 192.168.1.1

BR#E5im0 8888

EiEEAE o

— EfEsd

O griEma
EA
HiRME il Hex

— fE

(B 2
DHRE
LEAtiEG) 0 Hese

Working mode: When you select None, the link is down, and the above interface is selected when TCP/UDP is passed,
and you can also choose HTTP mode or different MQTT mode.

When TCP/UDP passthrough:

Connection type: You can choose TCPS/TCPC/UDPC/UDPS, representing the different roles of the device
in network communication, when it is in TCPS/UDPS, the client connects up , and the device will
remember the client socket (up to eight records), which can be passed The AT command queries the information
of the currently connected client, the specific instruction can be viewed in the AT manual, and the
interactive communication with the client also supports protocol transmission, you can specify to send
information to a certain client, you can also choose to broadcast

Server address/destination address: When in TCPS/UDPS, fill in 192.168.1.1 (can not fill in the blank, in
fact, in server mode this parameter does not work, the device defaults to itself IP on server), when in
client mode (TCPC/UDPC), this is the destination IP address to which the client wants to connect

Server port/destination port: When in server mode, this is the open port of the server, and when in client
mode, this is the port opened by the target server.

Short connection time: this parameter does not care, only in TCPC mode will be useful, the default is 0
means that the short connection is closed by default, such as you are in TCPS mode and set the short link time
here to 5, then this TCPC  After the link is connected to the server, after the data is exchanged, the
link will be closed after 5S and the connection to the server will be disconnected (if the interaction  is
carried out within 5S). 58S re-timer)

Registration package parameters (only useful on the client): Check to enable the registration package to enable the
registration package function, the registration method is divided into two types, one is that a package of registration

Copyright ©2012-2023, Chengdu Yibaite Electronic Technology Co., Ltd 8
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package will be sent after the link is connected, and there will be no more registration package sent later, and the other

is that all data sent later will have this registration package as a header, and the following data content part is
the content of the registration package, on the right HEX mode is generally not checked, if checked, the data
content will be converted to HEX mode.

Heartbeat packet parameters (only useful on the client): Select the heartbeat switch to enable the heartbeat packet
function, the heartbeat content is the sending content of the heartbeat packet, and the heartbeat time is the heartbeat
sending interval, such as 60, then this link is every 60S A heartbeat packet will be sent to the server (if there
is normal data interaction during this period , the heartbeat time is reset).
When in HTTP mode

— TLiFfE=

TiFE= HITP{EH =

— HITPZ5E]

HITPfS4iEs, | GET -

HITF UVELAE  http:/fapi. heclouds. com/devices/B0E

HTTFigkig

HITFim

HITE H1ZkME 14YoBEAQ=\r'rHozt api heclouds. com [_| EEF @K

HTTPERSSRIEE MEFAHTTPZE

POST /devices/505619290/datapoints HTTP/1.1
api-key:SIxhH3MCLvuuvXJON=a14Yo6EAQ=

Host:api.heclouds.com .
Content-Length: 66 POST/5iA =

{"datastreams":[{"id":"test_stream","datapoints":[{"value":28}1}]}

[G ET http://api.heclouds.com/devices/505619290/datapoints?datastream_id=test_stream HTTP/1.1

api-key:SixhH3MCLvuuvXJON=a14Yo6EAQ=]| GET/5i%E
Host:api.heclouds.com

HTTP transmission mode: divided into POST and GET methods, when the HTTP information is set, directly write
the information in the information area, and the device will automatically seal the packet before uploading it to
the network.

HTTP URL content: The URL part that represents the HTTP information body, such as the HTTP content part of
the test above

(POST method URL).

/devices/505619290/datapoints

(GET method URL).
http://api.heclouds.com/devices/505619290/datapoints?datastream_id=test_stream

HTTP domain name: represents the IP address of the target HTTP server, such as 183.230.33.80 of the above test
content

HTTP port: represents the port number of the target HTTP server, such as 80 for appeal, and the HTTP port
number is generally 80 port
HTTP header content: represents the header part of HTTP, as appealed
api-key:SIxhH3MCLvuuvXJON=al4Yo6EAQ=\r\nHost:api.heclouds.com

After configuring the HTTP message, send {"datastreams":[{"id":"test stream","datapoints":[{"value":28}]}]}

(post message content) to HTTP The server POST message can be sent datastream id=test stream from the HTTP
server Information

When in MQTT mode:

Supports connection to MQTT servers such as Alibaba Cloud, Baidu Cloud, ONENET, and custom private clouds
The following is how to use Alibaba Cloud as an example
— et |

TAiFiE=t FIE= MITT -

— MOTTEHESdh I

FEELEEEA wEE
R EEEEE
it

O B
[ 3Ti8  all/0000000200000009441 1 zub =}

[ %=#F  all/0000000900000009441 1 sub o
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First create products and devices on the Alibaba Cloud IoT platform, if you can't view the official website

operation method or Baidu, many tutorials on the Internet, the operation is simple, and then find the device you
created at the device, click View on the right, and then click the MQTT link parameter item to get the following
interface.

-

(MaTT s X

a1o0EOG8Y9hK.NA611_S_Test|securemode=2,signmethod=hmacsha256,t
imestamp=2524608000000|

clientld

username NA611_S_Test&a1oEOG8y9hK

8277b141ddf56d1993156230206767caab5c28540c4d8d092e748373c7b

d
Bas2w 7695

mqttHostUrl a1oEOG8y9hK.iot-as-mgqtt.cn-shanghai.aliyuncs.com

port 1883

Fill the above mqttHostUrl into the address bar above, and fill the port field above with post. But clientID and

other above three columns do not matter, because this is a sealed parameter, and our equipment will
automatically help you encapsulate, so the product key, device name, device key three columns fill in the following
content, product fill in the device name column Productkey is filled in the product key field, and
DeviceSecret is filled in the device key field.
« sl (i} F L7, GR100TTRE  (REHEN)
PERTFE / REEE / RE / RE¥S
REEE -
_ < NA611_S_Test ==
i}

|Fu‘=‘u NA611_S_TEST Z=H&H I | DeviceSecret ~ *mmmaax == I
BN [Froducer sotoGeyonk =6

rEEE Topic ZlZ& PIHEREE REFF poaia=s: BERS TELLE poy:c| (E==3

=
BEER
CAIEH
FEERERR NAG11_S_TEST ProductKey a10EOGBy9hK £ i, 2 (LK
FIS |5 v
WSiSEE ~ TeeE gE DeviceName NA611_S_Test il AES REEmR

weERIA NA611 SEIBAIER Z=IFHERhEAL

Then check the subscription/publish option below, fill in the subscription and publishing topics, select your
project in the product column and click View, and then find the content you want to subscribe and publish in the Topic
class list.

<« 3T <~ NA611_S TEST
e N ProductKey alobOGEyYhK 55 ProductSecret e =E
WER

A 1 BEEIE
e ovicssm  Dniwey  wEwly | wSWITE 088
o
o ———
s EHRB(E Topic {( E3YUE(S Topic ) B Topic
1 ¢ )

~——
EE= YIEBYE(S Topic FIFE
CAIEH Thae Topics 1RIERUR Wk
Fms [z v /sys/a‘]oEOGSthK/S(deviceName)/thing/event/p@ p-zic] WEENE Ehe
Bl bR
WAFERy,
USNaifE > /sys/a10EOG8y9IhK/${deviceNamel/thing/event/property/post reply T LIRIER B IR
RERT ™
BieE @y%wfﬂdewceName#/thlnglserwce/p@ iTE e E
EL AN

P I A A F OO OV 1 € Wl ) P8l Lo e POl et Lk b6 e e L=

Simple device configuration

(1) . Select the corresponding serial port, and correctly configure the baud rate parameters, the factory default baud rate
is 1 15200, 8 data bits, 1 stop bit, no check digit (NONE);

(2) . Select the device working mode, factory default AP mode, the following test is carried out using factory
Copyright ©2012-2023, Chengdu Yibaite Electronic Technology Co., Ltd 10
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parameters, if not factory parameters, it is recommended to restore the factory (after the device enters the configuration
according to the previous three steps and connects with the host computer, click the upper right to restore factory
settings) after proceeding;

(3) . Configure the SSID (local factory default: NA611-S) and Password (local factory default: 88888888) of the device,
which are not modified here and only queryed Parameters of WiFi;

— WIFIZ=#h |
WIFIHET, APfE T

551D HAS11-5 A o=

=30 asasaeas

DHCE ESFLHCE - ZhFIrdE= i

TIGIP 192, 165, 5. 45
FPoJ$aEY |255. 266, 266 O
AL (192, 168, 202, 197
DHSHE  114.114 114 114

(4) . Configure the link parameters, factory default to server mode (TCPS), default IP (192.168.). 1.1), port 8 888;

(5) . Turn off other advanced modes, factory default off;

2.4. AP mode communication test

(1> . Configure the computer Ethernet network in the following ways, modify the ip v4 to automatically obtain the ip
and automatically obtain the DNS server address;

Internet MHYEZ 4 (TCP/IPv4) Bt

EEER - MEEE mE  #= = =EEs
ST ER EmEihsg EEE EENER MERESIEE, NLERasrEm P 88, SN, (REEME
X HERHEEMNEEESN IP 28,
Al W & intel(R) Dual Band Wireless-AC 3165
WS | TXSYB-PD.5G
ll] |1teiR) Dasl Band Wireless-. EEO.. ® SR P 180)
e s O S FEE 1P H54(S):
¥ B Microsoft MBS al o)
T Microsoft P HHTAIEE
¥ % Npcap Packet Driver (NPCAP) - T l:|
¥ Taos mEmit s R
o Internet MR 4 (TCP/IBvA) TR l:l
O s Microsoft MsSEEEEs B EEEEHHL
2 PROFINET IO protocol (DCP/LLDP) @ S DNS BEEEIHE)
« Microsoft LLDP inyIiani2ss " (O B FEE DNS BESHLE:
=2N).. LU BER B l:l
EEEERIAY Internet . BERGARIIEREDN,. A
THERRIHEE SRS HEE, s
e SEV)...

(2) . Use the computer connection query to obtain the S SID, here N A611-S, enter the wifi password, connect the
device (the connected device LINKA is always on);
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z HUAWEI-QB3NIC 5G

z TXSB-24G

B

ChinaNet-322K
ChinaNet-aHKN

ChinaNet-qLr-5G

(3) . Through the configuration of the host computer, open link 1, enable TCPS mode, default (192.168.1.1, port 8888),
save parameters and exit the configuration, LINKB is always on.

(4) . Open Network Assistant, connect to the device server (192.168. 1.1:8888), if the above configuration cannot be

connected, it is recommended to turn off the computer firewall;
F—— BE
PR sigaE | HetAssist V5.0.2 G £
(1) Hhixgal
2> miEENhE
st <
(31 EEENHO
8887

® ==
BHEE-
(¥ ASCIT (" HEX
© #EsEdeR <
bESRT
(Rt
[T
EEEE
¢ ASCIT ¢ HEX
I #XEFHESHIE O

'

(R i e
- e | DERE R L
IR0 R o ‘
fetis  meR

i st — — s |

(5) . The communication test uses the serial assistant to send "EBYTE NA6111 S TEST UART", the network
assistant receives "EBYTE NAG6111_S TEST UART", the network assistant sends
"EBYTE NAG6111 S TEST NET", and the serial assistant receives " EBYTE NA6111_S TEST NET”;

CErE T —=

rPIERE - T HEE NelAssist Y502 G /) :
(1) fiem l SBOiE
TCP Client . COMLS: USB—SERTAL CH34 ~
(2) IR EM ML | R 115200 ~
5 6641 v
Bl 1 v

(9) IR EHIRO
6e67 | B 8 =

® = B B Fone v
e - i SOHE @ ZoE0
& ASCIT (" HEX

v HBEEEAET (< R’EE0 | Al

I ElEBMET [ tex#IRoR[] DR
I BlEHETET O zs [ Behiztz
I fiaiarraii I COHdig 100 g
k BEnEE  EpEl | BREE SELE i B
CEERE - EBYTE_WA6111_S_TEST_UART ey

@ ASCII C HEX
I ERESRIN ©

F rsaus | MR RSN [ e

I el 1o ne | [T FOLIL S TEST NET - CIEmsE  m: ms | || RIS kEEE | SRR

e [ 1emlEiE b BT 0% [aig 2] EAFETIs0FHETHeE h
1 00 I B i 0 Eeap K - | www.openedv.com \ S0 R0 CTS=0 DSR=0 DCD=0 | &h&HE 11:17:10
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2.5. Upper computer configuration (used in STA mode).

(1) . Select the corresponding serial port, and correctly configure the baud rate parameters, the factory default baud rate

is 1 15200, 8 data bits, 1 stop bit, no check digit (NONE);
[ ZEsNA ISEFIEETAVI0 _ %

(((:))) . t = il A ; Y T\
EBVTE 1ZAB4F « YPEEMN FE 2 10T APPLICATION EXPERT “ En

English
fiAm] camo v EHE 115200 v | — i
: = m e M L B B O B
IR/ R/ B L o “mm i | zmEn PR BEES  GEEE REAT | CEEETE GEEETE BB R S80E
e RAOS A -t s400n Repo -
(2) . Click to read the parameters after entering the configuration to obtain the current configuration parameters of the
device;
[ ZEFNAGTISEFIEETRVI0 = x

T
English

ES(\-())_E_E 1Z4E45 - WIBERIN FBEZ 10T APPLICATION EXPERT

wo £oMa0 v | EHE 115200 -

L& BB A @B
HE/FRk/ I 8 > [HomE =|[1 v EERO0 AerrmE BitmE ERmELH EmEke HELrRE  SkdE
BEEFE B0 BRL Mz b 7
= THATHSOCK=2, “matt /pb”™?
— g | M
+OK=Z, "matt/pub”, 0, £11,/0000000900000009441 1 /=5b, 0
wren
THIATASOCKSS, “matt /pub”?
i
&
FHE +0K=3, “natt/pub”, 0, <11,/0000000900000002441 1 /515b, 0
O Aa=ingEs T ATSSOCD, bty
ZERE R E i) 150 -
FATAERE B0, "htp’, 0, hetp: //api. heolouds, con/derices/505619290/dat spoints, api=
key: S1chHANC Loy JoH=a14¥ 0B EAG=" \Host: api. he cLowads. cam, O
— 2088 T KT4S0CK-A, “http™?
e 4
DI 2emibisyais 40K=1, "htr”, 0, hitp:/fapi. herlonds. com/devicas/S0510290 At apoints, api=
EHE 115200 - ey SLrRHEMC Lywar) JON=a1 4YoEEAQ="r\ ozt api. he clouds. com, 0
pc e T ] v HOE v 1 ~ TX:AT+30CK=2, “http"?
yraeE | sk (e =
N +0K=2, “http”,0, http: /fapi. heclonds. con/devices/505619290/dat apoints, api=
[ L key: SLeBHEC v JOH-al 4Y08EAR=\r \niost.:epi. he cLouds. cam, 0
LHIE 2 TH:AT+50CK=3, “http"?
LRPE nart keep_slive pack hex .
0K, “etp”, 0, hetp//api hecLond /505619290 dat o
— wIFTEs key: S1cRHEC Lo JOB=a1 4¥ o6EAR= clods. cam, 0
v
WIrTEst STafE -
= =
o
- ¥ Al | send: 727 veor: 17er (] BT ATHE b33

(3) . Select WIFI working mode, turn on STA mode, and automatically enable dynamic IP (DHCP) when the device
automatically enables STA mode for the first time;

(4) . Configure the WiFi name and password for the device connection;

[E ZEENAHSEAEETAVI0 — X
(N o i o T
L 1Z1E45F « YPEEM R FBE 3 10T APPLICATION EXPERT Er
EBYTE : English
o o - BHE ez~ = s
¢ 0O & b P @ B
S /L B B <] zm=n WEE  EmES RFEE  OBERE | SUEEYE mEREXE KELCSE  EEuE
SRR Gmo b W WEO A
= = THATISOCK=2, "mate/pub”?
SRERNE M) 150 I
FIBATAEE HIE=2, "matt/pub”, 0, 11/0000000900000005441 1 /=ub, 0
TX: AT+S0CK=3, “nqtt/pub™?
—mnss L
. [T HOE=3, “matt/pub”, 0, 211/0000000900000009441 1 /sub, 0
O i s Ly
EHE 115200 = TH:ATHSOCKSD, “http”?
14 HE. - - - s
LE A - S g HOE=D, "http”, 0, http: //api heclonds. com/devices/B0B619260, datapoints, api=
nma e oS i
[WE=R TX:ATSOCKSL, "hetp T
odefiE o i
SHHT el v e T ;m(:l, “http”, 0, http: /fapi . heclouds. cnm/devxce;/ﬁﬂEﬁlBZgﬂ/dntqmlms, api-
= VIFIEE] TH: AT+S0CK=2, “http”?
&
WIFIRE, |STMEEL Zd +0K=2, “http”, 0, http://api. heclouds. com/devices/505619290/ datapoints, spi=
P
s #7 :
TX:AT4S0CKSS, "http”?
e
: o
Dy D e = 0K, "hittp”, 0, http: //api  haclouds. con/devi vas/E05619290, datapoint s, <pi-
BEP (192 168.0.46 heclouds. oom. 0 £
R 255 255765, 0
FREE (192,169,202, 197
it
. v Fgl | send 27 veor: 1777 [ HOEIEHFT BRI ik

(5) . Save the parameters, restart the device, wait for the device restart to complete, and then read the parameters to
obtain the IP address of the device;
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[ 2ERNAGTISEFMETRVI 0 = X
() © = ; , i
s 124B4%5 - WIEEW N FHEZR 10T APPLICATION EXPERT En
EBYTE English
#0 o v BEE Lo v = e
@ e m & b 2 O B s
SR/ /1L (8 clmm -k - mwn GAME  EmEm GRERE  ORUME | SREESH GARENE REGCRE  SERE
o EERE wme  dom dme e = =
# ~IE
F —FRsH | GERSORESY
d THCATAIOD 0. BITT="ADD", 010300000005
| e
welt s
o
i
i EEESURERN
Ofe=nss TEAT 000, L ink/ax”,0
I AT (min) 160 i 1
FURMARE i [
BENREAR
— BOsH THAT#SOCERL, “Link/sv”,0
4 | Dzsmpussms e
1 | mw= Ligz0 - A
HIRARNEELE 8 ~ W v 1 ~ TX: AT#S0CK=2, “Link/sw”,0
§o| A R |sekE w
4 | Daoua =
ookiE 2 R a0
LB nert kesp_alive pack hex
1 &
o
1 — vIFIE
4 v
PIPTES [STHER -
Ao sm #% 4
1
=B
El = - ¥ FEEM | send: 1230 recv: 1900 [ ci:= g HEER BE

6) .

here it is 192.168.10.152, and the modified local port is 8 888;

[ ZERNAGISEFIRETEVI.0

(((;)))
EBYTE
ol e - EE s~
=2
/st 8 Clom ol < zmEn
EERE HEO W M o
— Trst

@

HNEE

TfEE TCRADEES v

— BfEEEEH

A TCPS =
wssn
wsa
e —

— s

O srEmE
EMFR
ERAE
AR

R L
BEERE z
O

— LS

O wsF=
i) EEue -
o

AHRdE =) w0 Orex

UARN

Click Save to restart the device;

2.6. STA mode communication test

Keep the computer and the device connected to the same router (connection successful LINKA is always on), the computer
uses dynamic IP (for configuration methods, refer to the 2.4AP mode communication test), open the network assistant, and

1Z{A4% - YJEXMR FHEZ  loT APPLICATION EXPERT

x
g
English

=] Aty
R F A8 [ 3
e REFRE BERE ERRETHE REEECH WELTRE  E&RE
B ~
K

BEESORER
U AT4I0D_CHD_EDTT="ALD”, 010300000008

R
K

WEESTREMT
TK:AT#S0CKSD, “Link/sw”,0

R
B3

EBbaR AR
TR:ATHS0CK=L, “Link/su”, 0
B

K

bl
TE:AT4S0CK=2, “Lisk/su”, 0

R
R

ESp el
TH:AT4S0CKS3, “Link/sw”, 0
R

0K

R

FH=Rlr | send: 1230 reov: 1800 [ s iy

i

Configure the link parameters, the factory default is server mode (TCPS), IP is the device dynamic acquisition,

connect to the device server (1 92.168.10.152:8888, according to the actual acquisition of the device IP, the connection is
successful LINKB is always on), If you cannot connect according to the above configuration, it is recommended to turn off

the computer firewall;
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PRS- | #ERE | NetAssist V5.0.2 G &2
(1) phigeen
ICF Client <] [2082-04-18 16:27:566.61004 The server is commected from local

192, 165, 10. 73:83310

(2) IR
19, 166.10. 162~
(3) JEIRENIRD

@
RS
¥ ASCIT  ( HEX
¥ SESERET
¥ sl E S
I BT
I i RIERIT
BihERE b
FEEEE
¥ ASCII HEX
¥ SRS ©
I EEEEN
I ATRZHRE.

SR | ¢ oEg LA

- iJEIfFEJ,HBITUEE s http: //www. emsoft. en i
T
& Wessage FI_CONHECT . 0/ RXO TEO - S|

The communication test uses the serial assistant to send "EBYTE _NA6111_S TEST UART", the network assistant receives
"EBYTE NA6111 S TEST UART", the network assistant sends "EBYTE NA6111 S TEST NET", and the serial
assistant receives " EBYTE NA6111 S TEST NET”;

e —
= w XCOM V2 -
PHERE- 1 HER | MetAssistV5.0.2 G £\ SO
(1) fhigzesl [2022-04-15 16:24:10. 955]
[ o cliemt =] . TH: EBYTE_NAGI11_S_TEST_UART COMAD: USB-SERTAL CH3{ I
[2022-04-15 16:22:56. 61018 The server is comnectad from local LEEreOe=18 16 805 it}
(2) R A Hht 192.188. 10. 73:53310 RX: EBYTE_NAG111_S_TEST_WET HHE
192 168.10. 152~
[2022-04-15 16:24:11.003]# EECV ASCII> B >
(3) RO EEVTE_NAS111_5_TEST_UART
B gz |8 b
[2022-04-18 16:24:35. 17314 SEND ASCIT>
EEVTE_WAS111_3_TEST_NET sl [Hone ~

@ wE
BT
@ ASCIT " HEX

SO#F @ XAe0

v FEEERTT wrEn | AsEE
FEEERET
ST [ e 1ER0] 01R
v Bl EEEhRT
Z [ zrs [ Bzhizer

[ [heactER o
T BRER

HiEE i

L L PREE SR4E R R
SRR EBYTE_FAS111_5_TEST UART

@ ASCIT  ( HEX
RS RIT ©
I G
I RHREE
I iR 1000 ns
Dt

1 ik

SRR |

bR

-

EEVTE_WAS111_5_TEST_HET

| |

[ metRE g ns |

[ 1ebiaie [ ST

141 U RX:24

R:27

e 2% ~|wwwopenedv.com | 524

RENH BIEEE

0% BRI FERFISI0FHTES Eh
CTS=0 DSR=0 DCD:O\ SRIEiE] 16:24:37

seria How to use it desc
1 ripti
num on
ber
Module 1 is set to A P mode and set up a TC Por UD Pevamodie 2 is set to
0 Module-to-modul | STATION
¢ communication | mode and connectto AP1  to communicatewith module 1 via TCP or UDP
client
The module The Wi-Fi module connects to the network through a wireless router and
1 .| communicates with servers on the network (LAN or Internet) via
communic .
ates with TCP ClientaUDP.
If you need to connect to an Internet server, you need to configure the
the Server . .
corresponding port mapping on the router.
The Wi-Fi module connects to the network through a wireless router and
The module . . Lo
2 . establishes a TCP or UDP server to listen for connection signals.
communic
ates with The client communicates with it by connecting to the module server.
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the client

For more information about how to
use it, see Networking instructions.
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3.Product parameters

3.1. Technical parameters

seria Parameter Parameter exegesis
1 name value
num
ber
1 Product size 19x13x2.5mm (LxWxH)
2 PCB process 2 layers Impedance debugging
3 Operating 24GHz -
frequency
band
4 Production Gold immersion  Wireless products must be machine-attached to ensure
process process, half-hole  batch consistency and reliability
process
5 Interface mode 1.27mm Stamp hole
6 Supply voltage DC 3.0~3.6V Voltages above 3.6V will cause permanent damage to the
module
7 Communication 3.6(max) It is recommended that the difference from the supply
level voltage be less than 0.3V to reduce power consumption
8 Measured 70m Clear sky, maximum power, height 1.6m
distance
9 Transmit 20dBm 100mW
power
10 AT support In the tank Can be read by the AT command
11 Wi-Fi version 802.11 b/g/n -
12 |Communicatio UART serial -
n interface port
13 RF interface PCB on-board 50Q2 characteristic impedance
antenna
14 Operating -40 ~ +85°C Industrial grade
temperature
15 Operating 10% ~ 90% Relative humidity, non-condensing
humidity
16 Storage -40 ~ +125°C [ndustrial grade
temperature
17 Product 0.8+0.1g -
weight
18 Operating 350mA 3.3V
current
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3.2. Mechanical dimensions

130 p 2.5

— &

22 21 20 19 18 17

1
2
3
4
5
6
7
8

Toppad: 0.8 Bottom pad : 10 Unit: mm
H '—1 pad quantity : 16
Tolerance value : X.X£0.1mm
06sT-J T 05 06531 [ os XXXE0.05mm

3.3. Pin definition

LFim ezl Pin definition  [Functions and instructions for use
number
1 NC Unconnected
= IHigh: The WIFI connection is successful
2 LED-T INKA ILow: WIFI is not connected
3 LED-LINKB High: The device is successfully connected to the data processing server
ILow: The device did not successfully connect to the data processing server
The external 485 chip enables pin, and the serial port sends data when it is high,
4 485_EN ;
and the normal is low;
5 NC Unconnected
6 NC Unconnected
7 EN \Wake up pin, high level wake-up chip work, built-in pull-up
8 RELOAD IPull down the reboot and pull down the 5S device to restore to the factory
9 GND GND pin
10 GND GND pin
11 VDD Equipment power supply: DC 3.0V~3.6V (350mA or more)
12 NC Unconnected
13 NC Unconnected
14 X [TXD pin, used as the UART serial output pin
15 RX IRXD pin, used as the UART serial input pin
16 NC Unconnected
17 NC Unconnected
18 NC Unconnected
19 NC Unconnected
20 NC Unconnected
21 LED-STATE High: The dev_ice .is faulty and needs to be restarted
ILow: The device is normal
22 LED-DATA IFang Bo: Data sending and receiving
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4.Recommended design

Recommended design drawings

J?

1 . T2 Led-DATA
K3 NC NC _
Led-TINKA 2 | vo e I T.cd-STATE
GND .|| '-'o_ Led LINKB j e NG %g
K£Y6-6*6C*47.0 — NC NC 2
ono af——]F—4 H e N
100nr =— NC NC =
33V R12_ | [ - L WEB UARTO-RX
0% ) 9 e = 14 UARTO-TX
1045 26 (;ND-Il = oxp X f—————
T GND NC 5
VDD NC [—=—
F103-W04
GND
= U2
Iy o 1
I (;NL)/Ag{J . 23y
VIN C7 C13 21N i ]
T 100nF [10uF/16V | —T—CM—LCIS
¢ - DO
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5.Notes

It is recommended to use a DC regulated power supply to supply the module, the power ripple coefficient is as small as possible,
and the module needs to be reliably grounded;

Please pay attention to the correct connection of the positive and negative poles of the power supply, such as reverse polarity may
cause permanent damage to the module;

Please check the power supply to ensure that between the recommended supply voltages, exceeding the maximum value will cause
permanent damage to the module;

Please check the stability of the power supply, the voltage cannot fluctuate greatly and frequently;

‘When designing the power supply circuit for the module, it is often recommended to retain more than 30% margin, which is conducive
to long-term stable work of the whole machine;

The module should be as far away as possible from the power supply, transformer, high-frequency wiring and other parts with
large electromagnetic interference;

High-frequency digital traces, high-frequency analog traces, and power traces must avoid the underside of the module, if it is really
necessary to pass under the module, assuming that the module is welded to Top Layer, the Top Layer of the module contact part
is paved withcopper (all copper is paved and  Good grounding), which must be close to the digital part of the module and routed at
the Bottom Layer;

Assuming that the module is soldered or placed in the Top Layer, it is also wrong to route wiresrandomlyinthe Bottom Layer
or other layers, which will affect the spurious and receiving sensitivity of the module to varying degrees;

Assuming that there are devices with large electromagnetic interference around the module, it will greatly affect the performance of the
module, and it is recommended to stay away from the module appropriately according to the intensity of interference, and if the
situation allows, appropriate isolation and shielding can be done;

Assuming that there are traces with large electromagnetic interference around the module (high-frequency digital, high-frequency
analog, power traces) will also greatly affect the performance of the module, it is recommended to stay away from the
module appropriately according to the intensity of the interference, and if the situation allows, appropriate isolation and shielding

can be done;

Try to stay away fromthe TTL protocol that is also 2.4GHz in some physical layers ,suchas USB3.0;

The antenna installation structure has a great impact on the performance of the module, and it is important to ensure that the
antenna is exposed, preferably vertically upward.

The antenna must not be installed inside the metal case, which will greatly weaken the transmission distance.
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6.

6.1.

6.2.

6.3.

frequently asked questions

The transmission distance 1s not ideal

When there is a straight-line communication barrier, the communication distance will be attenuated accordingly;
Temperature, humidity, and co-channel interference will lead to an increase in the communication packet loss rate;
The ground absorbs and reflects radio waves, and the test effect near the ground is poor;

Seawater has a strong ability to absorb radio waves, so the seaside test effect is poor.

If there is a metal object near the antenna, or placed in a metal case, the signal attenuation will be very serious;

the power register is set incorrectly, the air rate is set too high (the higher the air rate, the closer the distance);

The low voltage of the power supply at room temperature is lower than the recommended value, and the lower the voltage, the

smaller the power;

Modules are easily damaged

Check the power supply to ensure that exceeding the maximum value between the recommended supply voltages will cause

permanent damage to the module.
Please check the stability of the power supply, the voltage should not fluctuate greatly and frequently.

Please ensure that the installation and use of the process of anti-static operation, high-frequency devices electrostatic
sensitivity.
Please ensure that the humidity during installation and use should not be too high, and some components are humidity

sensitive devices.

If there is no special need, it is not recommended to use it at too high or too low temperature.

The bit error rate is too high

There is co-channel signal interference nearby, stay away from the interference source or modify the frequency and channel to
avoid interference;
Unsatisfactory power supply may also cause garbled characters, be sure to ensure the reliability of the power supply;

Poor or long quality extension wires and feeders can also cause high bit error rates
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Revision history

version Revision date Revision Instructions Maintainers
1.0 2023-2-22 Initial version Li
1.1 2023-10-31 Added 485 enabling instructions Li
1.2 2023-12-11 Modify the pin definition LYL
About us

Technical support: support@cdebyte.com

Documents and RF Setting download link: https://www.cdebyte.com

Thank you for using Ebyte products! Please contact us with any questions or suggestions: info@cdebyte.com

Phone: +86 028-61399028

Web: https://www.cdebyte.com

Address: BS Mould Park, 199# Xiqu Ave, High-tech District, Sichuan, China
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